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05- ZuzQua tric b6o vQ an ninh h0 thiSng m4ng th6ng tin qur5c gia, B0 C6ng an

ph6t hi-6n <l6.ng lqr dung ding tai nQi dung quing c6o c6 dQ, dtffi b4c tgc
tu mal tr6n c6c trang TTDT thuQc co quan nhd nu6c, gdy anh huong d6n

uy cua

tin, gia ting tQ
co quan nhi nu6c, tidm An nguy co mit at ninh m4ng, an todn th6ng
i ph4m v6 c6 tIQ, drffi bpc tgc tuy6n, m4i dAm, cp th6 nhu sau:

vAr pnoilo ust'lo TINH oAK LAi

1. Qua ri so6t tr6n kh6ng gian m?ng, B0 C6ng an ph6t hiQn hing trim
trang TTDT thuQc quan lj cria co quan nhd r,u6c (c6 ftn mi€n .gov.vn) bi chdn

hirng nghin li6n k6t chria nQi dung qu6ng c6o, kdm theo clulng d6n t6i c6c

website c6 dQ, itffi b4c t4rc tuy6n, m4i ddm; d6ng thoi sri dung c6c c6ng c9

quing c6o cta c6ng cu tim ki6m (Google, Bing, Yahoo...) di5 nhim quang b6,

tdng uy tin cho website c6 dQ, danh bqc trgc tuy6n tr6i ph6p.

Theo nhQn dfnh cria BQ Cdng an, thlrc trqng ndy c6 th6 xu6t phit tt ctic

nguyAn nhdn sau: (!) CAc t6n mi6n thuQc co quan nhd nudc (c6 t6n mi6n .gov.vn)

ld mgc ti6u hang diu cric dl5i tugng tin tac nhim tor; (2) Co quan chri qu6n c6c

Trang TTDT kh6ng ki6m soet nQi dung mir nguoi dung ddng t6i (nhu cdc ngi
dung ph,in binh luqn, hdi ddp, phdn dnh),cho phdp U6t tcy ai ctng.c6 th6 denC tai
nQi dung vd hi6n thi l6n trang TTDT; (3) TratgTTDT t6n t4i 16 h6ng bio m{t, bi
tin tac t6n c6ng, khai th6c, chi6m quy6n diAu khi6n m6y chri, tu tl6 ddng tai c6c

nQi dung qu6.ng c6o c6 d6, driLnh b4c t4rc tuy6n, mqi de,m;6) Quan tri vi6n mQt s6

trang TTDT ci5 ti*, Aang tii c6c n$i dung quang c6o nhim mr,rc dich c6 nh6n.

Qua theo d6i, BO C6ng an nhan th6y tinh tqng lSr dUng c6c trang TTDT cta
co qrum nhh nu6c de aang tai c6c nQi dung trii quy dinh cria phrip lu4t (quang crio

c6 ttQ b6ng dq m4i dAm, drffi b4c tr.uc tuyi5n) ngiy cang gia ting vd di6n bi6n phric

tap. N6u lJr6ng kip thoi ngen.chal, c6 th6 gay 4* huong nghiCm trgng d6n uy tin
cta c6c co quan nhd nu6c, ti6m 6n nguy co mAt an ninh mang, an tofuI th6ng tin,
gia t[ng tQi phpm v6 c6 dQ, drffi bac, mai ddm...

2. Tri tinh hinh tdn, d6 tEng cudrng bio dim an ninh mqng, an toan th6ng tin,
ng6n ch4n ho4t dQng quing c6o c6 dQ b6ng tI6, m4i dam, d6nh b4c tr.uc tuy€n, BQ

C6ng an dA nghi c6c bQ, ban, ngdnh, dia phuong, t{p doArL t6ng c6ng ty thuQc quan

ly nhd nu6c chi d4o b0 ph6n chric ndng chri dQng thr,rc hiQn c6c biQn ph6p sau:



L

- T6 chftc ri so6t ngay c6c bii vi6t c6 nQi dung quang cilo c6<lQ b6ng d6,

m4i dflm, d6nh bpc tr.uc tuytin trOn trang TTDT AC qp thoi gd bb (c6 phq h1c

hudng ddn kdm theo);

- Tdng cudrng c6c biQn phdp clim b6o an ninh, an toin th6ng tin, chir rQng

rd so6t, khEc phuc tli6m ytiu, 15 h6ng b6o mQt cdn tdn tai @iiu c6);X6,y dwg quy
ch6 quan tri, vfln hanh trang TTDT, trong d6, quy dinh rd viQc kiiSm tra, ki6m
duyQt nQi dung ngudi durrg ddng tii tru6c khi cho ph6p hi6n thi lOn trang TTDT;
b6 sung tinh n6ng ltru trfr dla chi IP crla nguoi dtng I'hi ddng tii nQi dung 16n

trang TTDT phuc vg x6c minh trong trudrng hqp can thii5t.

BQ C6ng an xin thdng b6o.l . g---

Noi nhQn:
- Nhu tr6n;
- D/c B0 trudng T6 LAm 

I

- C6c tl6ng chi Tht ffiongl
- Vnn phdng TW Dang
- V[n phdng T6ng Bi thu
- VIn phdng Chri tich nu6c
- Vdn phdng Qu5c hQi

- Vin phdng Chinh pht
- C6c b0, co quan ngang bQ,

Co quan thuQc Chinh pht
- Tinh riy, Thd,nh riy, UBND
C6c tinh, TP tryc thuQc TW
- Tda 5n Nhdn ddn t5i cao
- Vi€n Ki6m s6t nhdn d6n t5i cao
- Ki6m toan nhd nudc
- Cic tfp doin, t6ng c6ng ty:
E\4.1, P\rN, \rNA, VATM, ACV
- Cic ngin hang: BIDV, Agribank,
Vietinbank, Vietcombank, MSB
- COng an c6c cton v!, ttia phuong (
- Luu: VT, A05(P8).

1d6 ph5i hqp);

thuc hiQn);

(d6 b6o c6o);

Minh Chinh
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mloxc nAx nt soAr, GO Bo NeI DUNG eUANG cAo sAr HgP puAp

(Kim theo Th6ng bdo sd I0/TB-BCA-A05, ngdy 28/4/2022)

1. Vi tri thulng bi chin c6c nQi dung quing cfiobfithqp ph6p

- MUc h6i i16p, g6pi,, binh luQn tr$n c6c trang th6ng tin dign tt (TTDT)
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- Tin tflc t6n c6ng trang TTET vdi tii l6n tQp tin rni dQc, tQp tin qufurg c6o nQi

dung b6t frqrp ph6p.
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2. RA so6t, gO bO nQi quing c6o UAt trgp ph6p tr6n trang TTDT do tlon vi
quin lf

2.1. St dung c6c c6ng cq tim ki6m Google, Bing, Yahoo... dC tim kii5m c6c bdi
.a.

vi6t c6 nQi dung quang c6o bdt hqrp ph5p tr6n trang TTDT.

Vi du: Cri ph6p Google Dork tr6n c6ng cp tim ki6m Google:

site : 
tttenmien.gov.vn" intext: ttttr kh6a"

Trong d6,

* tenmien.gov.vn ld t6n mi6n trang TTDT do don vi quan tri, vfn hanh cAn rd so6t

+ tir kh6a: ld tir kh6a, t6n mi6n quAng cilobdthqp ph6p cAn tim kiiSm tr6n trang

TTET. Vi dp: "dk8", "nhe c6i", "dk8.com"...

2.2. Qutntri vi6n ddt g nhap hQ quan ri co so dt liQu, thgc hiQn truy r'5o tim kitim

c6c tu kh6a quang c6o b6t hqp ph6p tu c6c bang (h6i d6p, binh lufn, g6p y...) luu

trfr th6ng tin mi ngudi d*g gui l0n.

Vi dU: select * from tbl-hoidap where noidungcauhoi like "7otir l<h6aYo"

2.3. Re so6t md dQc, webshell md tin t4c ddfti 16n hQ th6ng. C6 the sir dgng c6c

c6ng cr,r nhu: c6ng cg Shell detector tpi dia chi slielidetector.corn; chc c6ng cu so

s6nh, ph6t hiQn sg thay d6i cua c6c tQp tin mE ngu6n trang TTDT so vdi m5

ngudn g5c; sri dung c6c c6ng cg antivirus...

3. Ngin ch{n ho4t tlQng tlIng tii nQi dung quf,ng c6o bdt hgp phip

- 86 sung md CAPTCHAR tqi cdcmgc cho ph6p ngudi dung c6 th6 dlng tf,i nQi

dung (Muc h6i d6p, g6p !,,binh luan) l6n trang TTET d6 ngdn chan c6c cdng cp

tp dQng d[ng tii.

- Ki6m duyQt c6c nQi dung ngudi dung dang tii tru6c khi cho ph6p hi6n th! 16n

trang TTDT.

-Tdng cudrng c6c bign phdp dim b6o an ninh, an todn th6ng tin; thulng xuy6n rir

so6t, gd bo md dQc tr6n hQ th6ng, 15 hOng b6o mflt cdn t6n tpi tr6n trang TTDT

AC kip thoi ngin ch{n, khlc phuc.
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